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Physical layer security has recently become an emerging technique to
complement and significantly improve the communication security of wireless
networks. Compared to cryptographic approaches, physical layer security is a
fundamentally different paradigm where secrecy is achieved by exploiting the
physical layer properties of the communication system, such as thermal noise,
interference, and the time-varying nature of fading channels.

Written by pioneering researchers, Physical Layer Security in Wireless
Communications supplies a systematic overview of the basic concepts, recent
advancements, and open issues in providing communication security at the
physical layer. It introduces the key concepts, design issues, and solutions to
physical layer security in single-user and multi-user communication systems, as
well as large-scale wireless networks.

The book starts with a brief introduction to physical layer security. The rest of
the book is organized into four parts based on the different approaches used for
the design and analysis of physical layer security techniques:

Information Theoretic Approaches: introduces capacity-achieving methods1.
and coding schemes for secure communication, as well as secret key
generation and agreement over wireless channels
Signal Processing Approaches: covers recent progress in applying signal2.
processing techniques to design physical layer security enhancements
Game Theoretic Approaches: discusses the applications of game theory to3.
analyze and design wireless networks with physical layer security
considerations
Graph Theoretic Approaches: presents the use of tools from graph theory and4.
stochastic geometry to analyze and design large-scale wireless networks with
physical layer security constraints

Presenting high-level discussions along with specific examples, illustrations, and
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references to conference and journal articles, this is an ideal reference for
postgraduate students, researchers, and engineers that need to obtain a macro-
level understanding of physical layer security and its role in future wireless
communication systems.
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Physical layer security has recently become an emerging technique to complement and significantly improve
the communication security of wireless networks. Compared to cryptographic approaches, physical layer
security is a fundamentally different paradigm where secrecy is achieved by exploiting the physical layer
properties of the communication system, such as thermal noise, interference, and the time-varying nature of
fading channels.

Written by pioneering researchers, Physical Layer Security in Wireless Communications supplies a
systematic overview of the basic concepts, recent advancements, and open issues in providing
communication security at the physical layer. It introduces the key concepts, design issues, and solutions to
physical layer security in single-user and multi-user communication systems, as well as large-scale wireless
networks.

The book starts with a brief introduction to physical layer security. The rest of the book is organized into
four parts based on the different approaches used for the design and analysis of physical layer security
techniques:

Information Theoretic Approaches: introduces capacity-achieving methods and coding schemes for secure1.
communication, as well as secret key generation and agreement over wireless channels
Signal Processing Approaches: covers recent progress in applying signal processing techniques to design2.
physical layer security enhancements
Game Theoretic Approaches: discusses the applications of game theory to analyze and design wireless3.
networks with physical layer security considerations
Graph Theoretic Approaches: presents the use of tools from graph theory and stochastic geometry to4.
analyze and design large-scale wireless networks with physical layer security constraints

Presenting high-level discussions along with specific examples, illustrations, and references to conference
and journal articles, this is an ideal reference for postgraduate students, researchers, and engineers that need
to obtain a macro-level understanding of physical layer security and its role in future wireless
communication systems.
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Editorial Review

About the Author

Xiangyun Zhou is a Lecturer at the Australian National University. He received the B.E. (hons.) degree in
electronics and telecommunications engineering and the Ph.D. degree in telecommunications engineering
from the ANU in 2007 and 2010, respectively. From June 2010 to June 2011, he worked as a postdoctoral
fellow at UNIK - University Graduate Center, University of Oslo, Norway. His research interests are in the
fields of communication theory and wireless networks, including MIMO systems, relay and cooperative
communications, heterogeneous and small cell networks, ad hoc and sensor wireless networks, physical layer
security, and wireless power transfer. Dr. Zhou serves on the editorial boards of Security and
Communication Networks (Wiley) and Ad Hoc & Sensor Wireless Networks. He was the organizer and
chair of the special session on "Stochastic Geometry and Random Networks" in 2013 Asilomar Conference
on Signals, Systems, and Computers. He has also served as the TPC member of major IEEE conferences. He
is a recipient of the Best Paper Award at the 2011 IEEE International Conference on Communications.

Lingyang Song is a Professor at Peking University, China. He received his PhD from the University of
York, UK, in 2007, where he received the K. M. Stott Prize for excellent research. He worked as a
postdoctoral research fellow at the University of Oslo, Norway, and Harvard University, until rejoining
Philips Research UK in March 2008. In May 2009, he joined the School of Electronics Engineering and
Computer Science, Peking University, China, as a full professor. His main research interests include MIMO,
OFDM, cooperative communications, cognitive radio, physical layer security, game theory, and wireless ad
hoc/sensor networks. He is co-inventor of a number of patents (standard contributions), and author or co-
author of over 100 journal and conference papers. He is the co-editor of two books, "Orthogonal Frequency
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Optimization for UMTS and LTE", published by Auerbach Publications, CRC Press, USA. Dr. Song
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Communications and Networking in China (ChinaCom2012), and one in IEEE Wireless Communication and
Networking Conference (WCNC2012). Dr. Song is currently on the Editorial Board of IEEE Transactions on
Wireless Communications, Journal of Network and Computer Applications, and IET Communications. He is
the recipient of 2012 IEEE Asia Pacific (AP) Young Researcher Award.

Yan Zhang received a Ph.D. degree from Nanyang Technological University, Singapore. Since August 2006
he has been working with Simula Research Laboratory, Norway. He is currently a senior research scientist at
Simula Research Laboratory. He is an associate professor (part-time) at the University of Oslo, Norway. He
is a regional editor, associate editor, on the editorial board, or guest editor of a number of international
journals. He is currently serving as Book Series Editor for the book series on Wireless Networks and Mobile
Communications (Auerbach Publications, CRC Press, Taylor & Francis Group). He has served or is serving
as organizing committee chair for many international conferences, including AINA 2011, WICON 2010,
IWCMC 2010/2009, BODYNETS 2010, BROADNETS 2009, ACM MobiHoc 2008, IEEE ISM 2007, and
CHINACOM 2009/2008. His research interests include resource, mobility, spectrum, energy, and data
management in wireless communications and networking.



Users Review

From reader reviews:

Kelly Thompson:

Information is provisions for those to get better life, information currently can get by anyone with
everywhere. The information can be a knowledge or any news even restricted. What people must be consider
when those information which is within the former life are challenging to be find than now's taking seriously
which one would work to believe or which one the resource are convinced. If you obtain the unstable
resource then you get it as your main information you will see huge disadvantage for you. All of those
possibilities will not happen inside you if you take Physical Layer Security in Wireless Communications
(Wireless Networks and Mobile Communications) as your daily resource information.

Stephanie Dillard:

You could spend your free time to read this book this book. This Physical Layer Security in Wireless
Communications (Wireless Networks and Mobile Communications) is simple to deliver you can read it in
the playground, in the beach, train and soon. If you did not get much space to bring the actual printed book,
you can buy the particular e-book. It is make you better to read it. You can save the particular book in your
smart phone. Consequently there are a lot of benefits that you will get when you buy this book.

Ruth Westlund:

On this era which is the greater individual or who has ability to do something more are more valuable than
other. Do you want to become one among it? It is just simple method to have that. What you should do is just
spending your time almost no but quite enough to experience a look at some books. One of several books in
the top record in your reading list is actually Physical Layer Security in Wireless Communications (Wireless
Networks and Mobile Communications). This book that is certainly qualified as The Hungry Inclines can get
you closer in becoming precious person. By looking right up and review this guide you can get many
advantages.

Charlie Attwood:

Reading a e-book make you to get more knowledge from it. You can take knowledge and information from
your book. Book is written or printed or outlined from each source that will filled update of news. Within
this modern era like now, many ways to get information are available for you. From media social such as
newspaper, magazines, science guide, encyclopedia, reference book, book and comic. You can add your
knowledge by that book. Do you want to spend your spare time to open your book? Or just searching for the
Physical Layer Security in Wireless Communications (Wireless Networks and Mobile Communications)
when you desired it?
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